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HUcnoan3zoBanne Embedded Web Server

IIpumeyanue: Orta (GyHKUIUS JOCTYNMHA TOJBKO JJIS CETEBbIX MPUHTEPOB WM IS
NPUHTEPOB, NOJKIIOYEHHBIX K CEPBEPAM ME€UATH.

Ecnu npuntep ycraHoBiieH B ceTeBoM OKpyxkeHuu, Embedded Web Server moxxHO
MCTIONB30BAaTh JIJISl BBIMIOJTHEHUS CACIYIONINX (HYHKITU:

* [IpocMOTp BUPTyaIbHOTO M300paKEHUS TTAHEH YITPABJICHUS IPUHTEPA;
* [IpoBepka cOCTOSHUS pacXOAHBIX MATEPUAIIOB IPUHTEPA;

* HacTpolika yBeJOMJIEHUI O paCXOQHBIX MaTepHUaiax;

* HacTpolika mapaMeTpoB IPUHTEPA;

* HacTpolika ceTeBbIX 1apaMeTpOB;

* [IpocmoTp OTUETOB.

Jlns noctyna npuHtepa k Be6-cepBepy Embedded Web Server:

1) Ionyuute [P-anpec npunTepa.

* B paznene «TCP/IP» mento «CeTb/mopThI»

* [IyreM medaTu CTpaHUIBI HACTPOWKM CETH WJIM MAapaMeTPOB MEHIO M TMOHWCKA paszfera
«TCP/IP»

IIpumeuanue: [P-agpec oToOpaxaeTcss B BuUIE YeThIpeX HaOOpoB 1Udp, pasIeiaeHHbIX
ToukaMu, Hanpumep 123.123.123.123. Eciau wucnonb3yercsi NPOKCH-CEPBEP, BPEMEHHO
OTKJIFOYUTE €r0, 4TOObI 00€CIeUnTh MPaBUIBHYIO 3arPy3Ky BEO-CTPAHUIIBI.

2) Ortkpoiite Be6-0003peBarens U B moJje aapeca BBenute [P-agpec nmpunrepa.
3) Haxwmure knaBuiry Enter. Otkpoetcst crpanuiia Embedded Web Server.
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Co3nanue napoJsisi Ha BX0J4 B Bed uHTep(eiic ycrpoiicTa

Ha rnaBHoi#i ctpanuiie BeO mHTepdelica B OKHE BXOJa YKa3bIBAIOTCS MApOJib, JIOTHH U
naposb nub6o [IMH-kon mist Bxoga B BeO muTepdeiic. s atoro tpedyercs BHIOpaTh METON
BXO/Ia.

IIpumep:
@ A3bIK ~ foctb | Bxoa~
Meroa exoaa

VimAa nonb3osatens/naponsb v

Mmsa nonb3oearens

Napons

B 3aBucumoctu ot BBI6paHHOFO MCTOJa BXOJad U3MCHHUTCS MPUTTIAIICHUEC OJIS1 BXOJA.

Buumanmne! [Ipu yrepe maposs nomyckaercs cOpoc mapoJis Ha TIaBHOM 1iate ycrpoiictsa. [Ipu
MTOMOIIIX Sec/jumper.
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CoOpoc nmapoJisi npu NOMOIIHM SeC jumper

['maBHas mu1ata ycTpoicTBa CONEPXKUT €AMHCTBEHHBIN Jumper 11 cOpoca mapoJis:

COpoc aIMMHHCTPATUBHOTO MAPOJIA:

1) BeikirounTe npuHTEp.

2) OTtkpoliTe 10CTyH K CUCTEMHOM I1aTe YCTPOMCTBA.

3) Haiinure %ENTYIO MEPEMBIUKY.

4) TlepectaBpTe NEpeMbIYKY B COCEAHIOI Mo3ulMio. HauvanbHas mo3uims
3HAUYEHUS HE UMEET.

5) Bxmtounte mnuranue. COpoc mapofisi JOJDKEH COCTosThesA. Bo3Bpamarh
MEPEMBIUKY B MIEPBOHAYAIBHOE MOJIOKEHUE HE 0053aTENIbHO.
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IHoaroroBka Kk HACTPONKe NPUHTEPA B 0eCIIPOBOAHOM CeTH
[Mpumeuanusn:

e VYOenutech B TOM, YTO ajanTep O€CIPOBOIHOM CETH YCTAHOBJIEH B PUHTEP U padbOTaeT
HOpPMaJIbHO. J[n 1oOJlydeHHs] JIONOJHUTEIbHBIX CBEAEHUHW CM. HMHCTPYKLHH,
IpUJIaraeMble K ajantepy 0ecrpoBOJHON CETH.

e VYOemutech B TOM, YTO TOYKa JOCTyma (OECIpOBOAHON MaplIpyTHU3aTOpP) BKIKOYEHA U
paboraer.

[Tepen HacTpoliKoil MpUHTEpA B OSCIPOBOIHON CETH yOEIUTECh B HATUYHH CJICTYIOIINX
JAHHBIX:

e SSID. SSID Takxe Ha3pIBatOT UMEHEM CETH.

e becnpoBogHON peXuM (WU PEKUM CETH) - 3TO MOXKET OBITh JIMOO OJHOPAHTOBBIM
pPeXUM, TUOO0 peKUM UHPPACTPYKTYPHI.

o Kananm (mms omHOpaHTOBBIX ceTel). [lns cereit B pexume HMHPPACTPYKTYPHI TIO
YMOJIYAHUIO KaHaJl BhIOMpAETCs aBTOMAaTUYECKU. B HEKOTOpBIX OJHOPAHTOBBIX CETIX
TaK)kKe HEOOXOJMMO HCIOJIb30BaTh MMapaMeTp aBTOMATHYECKOTO BblOOpa. Eciu B
COMHEBAETECh, KaKOW KaHal CIIEyeT BBIOpaTh, OOPATUTECh K CIEHUATHUCTY CITykKObI
MOAJICPIKKHU.

e Cnoco06 3ammuThel. CymiecTByeT yeThipe 0a30BbIX BapraHTa «Crocoba 3amuTh»:

— xmou WEP. Ecniu B 6eciipoBOIHOM CETH MCIIOIB3yeTCs HECKOIbKO Kiatoueld WEP,
BBEJIUTE JI0 YETHIPEX KIFOUEH B MMEIOIIUXCS MOJsX. Beibepure kio4, KOTOPHIN B
HACTOsIIIee BpeMsl UCIob3yeTcs B ceTu. g aToro BeiOepute napamerp «Kirou
nepenaun WEP 1o ymomyanuioy;

— TMpenBapuTeNbHBIN Koy win ¢pasa goctyna WPA umn WPA2. B WPA
UCIIOJNIB3yeTCs U(POBAHNE B KAUECTBE AOMOIHUTEIBHOTO YPOBHS O€30MaCHOCTH.
Bosmoxwnsie Bapuantsl: AES u TKIP. Heo6xonumo BEIOpaTh OAWH U TOT K€ THI
mupoBaHUs Ha MaplIpyTU3aTOpe U MpUHTEp. B mpoTuBHOM ciydyae oOMeH
JaHHBIMU TI0 ceTU OyAeT HEBO3MOXKEH I IPUHTEPA.

— 802.1X-RADIUS. B cnyuyae ycraHoBku npuHTepa B cetu 802.1X MoxkeT
noTpeboBaThCS Cleayomas nHHOPMALIUS:

o  Tun npoBepKH NOAJIUHHOCTH;
o  Tun BHyTpeHHEW NPOBEPKU NOAIUHHOCTH;
o  Wms nonws3oBarens u napoas 802.1X;
o  Ceprudukarsl.
— 3ammuTa OTCYTCTBYET.
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Ecnu B 6ecripoBOIHOM CETH HE MCIIONIB3YETCS 3allliTa, HUKAKHe TaHHbIe 0€30MacHOCTH He
noTpeOyroTCs.

Buumanmne! He pekoMeHmyeTCst HCTIOJIB30BaTh OECTIPOBOIHBIC CETH O€3 3aIUTHI.
IIpumeyanus:

e Ecmu ums SSID cetu, K KOTOpOH MOAKIIOUEH KOMIIBIOTEP, HEU3BECTHO, 3aIyCTUTE
porpaMmy HacTpOMKH OECHpOBOAHOTO COEIMHEHMSI CETEBOTO ajlanTepa KOMIIbIOTEpA,
9TOOBI Y3HATh UMSI CETH.

e Ecnu He yaaercs Haiitu umst SSID uim cBesieHrs o 6€30MacHOCTH JIJ1sl CETH, OOPATUTECH
K JJOKYMEHTAIINH, IpUIaraeMoil K 0eCpoBOIHOI TOUKE JOCTYMA, WIH K CICLIUATUCTY 10
MOJJIEPXKKE CUCTEMBI.

e UYto0On! HaliTH peaBapuTeIbHbIN K04/ Ppa3y noctyna WPA/WPA2 wiu ¢ppaszy goctymna
JUTsl OECTIPOBOJTHOM CeTH, 0OpATUTECh K JOKYMEHTAIINH, IIPUJIAraeMoil K OECIIPOBOIHOM
TOUYKe AocTyna (0ecnpoBOAHOMY MapUIPyTHU3ATOPY), IEPEHANTE HA BCTPOCHHBIN CEpBEp
Embedded Web Server cooTBeTcTBYyIOLIEH TOYKM JAOCTyIa, WM OOpaTUTECh K
IPEICTABUTEINIO CITY>KOBI MOIIEPIKKH.

IPSec
802.1x

BnioueHo

MNposepka noanuHHocTH 802.1x

cukat yerpoiictea  default

Pa3pelwaemMble MexaHU3Mbl NPOBEPKU NOANTMHHOCTH

EAP - MD5
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Ipumeuanue: [[nuHa naposst orpanndeHa 32 cuMmBojiaMu. JIOMmycKaeTcst UCIOIb30BaHUE
crieicuMBoJIOB: (!?@#$%"&* ).
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YcranoBka cepruukara, HeNOYKU CEPTUPUKATOB

Ha Be6 unTepdetice ycTpoiicTBa B pazzene «be3omnacHOCTh:

YnpasneHue ceptucukaramu

HacTponka cepTuUKaToB NO YMOMHAHUID

Ceptucukatbl yctponcrea

Cone

MoHATHOe O6wenpuHAaToe Ob6uwee UMA

A : / - Moan
umsa Ha3BaHue nocrasuuka Behcieco fShCIRIIIO s L
YnpasneHue ceptudgukatamm LIC
Ob6uwee umsa LUC Oewncrs. ¢ HOencrs. Ao

Her ceprucdpuxaroe L|C

Buumanue! JocTyn OTKPBIT TOJIBKO NP HATU4YKUUA SSL COeAMHEHUS C YCTPOHUCTBOM.

B anpecnoii ctpoke Tpedyercs ykazanue [P address ycrporictBa ¢ «https://», o uem Oyner
BBIBE/ICHA COOTBETCTBYIOIIAs TOJACKa3ka. KiaBuima WMIOPT TMO3BOJSIET WMIIOPTHPOBATH
ceptudukatel. CepTHPHUKATHI TOJDKHBI OBITh UMIIOPTHPOBAHBI C HCTIOIH30BaHHEM (JOPMATOB .CET
u pcks-12. UMmopTupoBaHHbIE CePTUPHUKATHI OYIYT XPAaHUTHCS B 3AIIUIIICHHOM XPaHHIUIIE B
HHEProHE3aBUCUMON NaMSITH.

Orpanuydenue 10CTyna K NOpPTy

AxtuBarus nopra USB Ha navanbHOM skpane BwiOepute Ilapamerpsr > Cetw/IlopThl >
USB > BkuntounTts nopt USB

B cirydae He0OX0AMMOCTH OTpaHUUYEHUS JOCTYTIa K CETEBBIM MopTaM B paszzeine [TapameTpsr
> Certb/IlopThl > BBIOpaTh q0CcTYyN K TopThl TCP/IP
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IIpumep:

Joctyn k nopty TCP/IP
TCP 21 (FTP) OTKpbITLIA
UDP 69 (TFTP) OTKPLITLIA
TCP 80 (HTTP) OTKpbITLIA
TCP 443 (HTTPS) OTKpLITLINA
UDP 137 (WINS ) OTKpLITLIA
UDP 161 ( SNMP ) OTKPLITLIA
UDP 162 ( Nlosywku SNMP ) OTKpbITLINA
TCP 515 (LPR/LPD ) OTKpLITLIA
TCP 631 (IPP) OTKPLITLIA
TCP 5001 (IPDS ) OTKPLITLIA
UDP 5353 (mDNS ) OTKpLITLIA
TCP 9100 ( Raw Print ) OTKpPLITLIA
UDP 9200 ( Mouck ycTponcTs ) OTKpLITLIA
UDP 9300 OTKpLITLIA
UDP 9301
UDP 9302 ( NPAP )
TCP 9400 ( YnyulweHHbI NOpT nevarm ) OTKPLITLIV
TCP 9500 OTKpbLITBINA
TCP 9501 ( NPAP )
TCP 9600 OTKpbITHIA
ThinPrint OTKpbLITHIA v

Copoc Bcex HACTPOeK
Ouncrtka naMsITH IpUHTEPA
Buumanue! YCTpoiicTBO HE COAEPKUT TUCKOB WIIM CCJl HAKOIIUTEIICH.

HekoTopeie mapoinu W CCBHUIKM Ha CETEBBbIE PECypchbl MOTYT OBITb COXPaHEHbI B
JHEPrOHE3aBUCUMOM ITaMSITH.

UYT0oOBl OYUCTUTH PHEPrOHE3aBUCUMYIO MaMATh WK Oy(pepu30BaHHbIE JaHHbIE TPUHTEPA,
BBIKJTIOUUTE TIPUHTED.

UToOBl OYHCTHTH SHEPTOHE3ABUCUMYIO TAaMSATh WIH YAAIWTh OTIEIbHBIC IMapaMeTphl,
napameTphl YCTPOMCTBA U CETH, TapaMeTPhl 0€30MMaCHOCTH W BCTPOCHHBIX PEIICHUH, BHITIOJIHUTE
CIEAYIOIINE NEUCTBUS:

1) Ha nauaneHOM 3Kpane BbiOepute [lapameTpbr™> YcTpoiicTBo> O6cykuBanue™> OuncTKa
IIPU IPOCTOE.
2) IoctaBpTe Quaxok «OYUCTUTH SHEPrOHE3ABUCUMYIO MaMATh» 1 HaxmuTe OK.
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3) BriGepute nubo «3amyck nepBOHAYaIbHOM YCTaHOBKW», JUO0 «OCTaBUTH MPHUHTEP B
aBTOHOMHOM pexume», a 3areM Haxkmute OK.

oocnyxusaHue

Menio koHdhurypaumu

O4YMCTUTL NaMATbL NPpUHTEpa
() O4uCTUTL 3HEProHEe3aBUCHMYIO NAMATD

MocneaHan OYUCTKA NAMATH

CrepeTtb BCe napaMmeTpbi NPUHTEPA U CETH npuHTepa
OuMCTKa NAMATH NPUHTEPA HUKOrAA
] CrepeTtb BCE ApNbIKM U HACTPONKK APNLIKOB He BbiNONHANACHL

Buumanue! bonbiias yacts mapaMeTpoB mpoayOauMpoBaHbl Ha MaHeNu ycTpoiictBa. I MoryT
OBIThH BBIMOJHEHHI C MTAHEIH ONEPaTopa.

10
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Hacrpoiiku ckanupoBanuss SMTP

Hacrtpoiite mapamerpsl nporokona SMTP (Simple Mail Transfer Protocol) nist nepenaun
OTCKaHWPOBAHHOI'O JIOKYMEHTA MO 3JIEKTPOHHOW nourte. HacTpolku 3aBHUCAT OT MOCTABIIMKA
YCIIYT DJIGKTPOHHOW TOYTHI. JJIS TMOJMydYeHWs MOTMOJHHUTEIBHBIX CBEACHUN CM. pas3fen
MOCTABIIUKOB yCJIYT 3JIEKTPOHHOM MTOYTHI.

IIpexxne ueM HavaTh, yOeAUTECH, YTO IPUHTEP MOAKIIOUEH K CETH U YTO CETh MOAKIIOYECHA
K HTepHeTy.

HUcnoan3oBanne Embedded Web Server

1) OtkpoiiTe BeO-Opay3ep u B noJjie aapeca BBeaute [P-anpec npunrepa.

IIpumeyanus:

[P-aapec npuHTEpa yKa3zaH Ha HAYaJILHOM KpaHe npuHTepa. [P-anpec otobpaxaercs
B BHUIE 4YeThIpeXx HaO00poB mudp, pa3AeieHHBIX TOYKAMHU, HAIPUMED,
123.123.123.123.

Ecnu ucnonb3yercs Npokcu-cepBep, BPEMEHHO OTKIIOYUTE €r0, YTOObI 00ECTIEUUTh
NpaBUIbHYIO 3arpy3Ky BeO-CTpaHUIIBI.

2) Haxwmure [lapameTppr>DeKTpoHHAs OYTA.
3) Hactpoiite napamerpsl B pa3aeie «HacTpoiika 371eKTpOHHON MOYTHD».

IIpumeyanus:

Jist monyyeHus TONOJHUTEILHOM HHPOPMALIUK O TTapOJIe CM. CIIMCOK MOCTABIIHUKOB
YCIIYT 3JIEKTPOHHOM MOYTHI.

Ecnu Tpebyemoro nmocraBuika yciayr 3J1€KTPOHHOU MOYTHI HET B CIIUCKE, 00paTUTECh
K HEMY JIsl IOJy4eHus nH(popMaIuyu 0 HaCTpOKax.

4) Haxxwmute « COXpaHUTHY.

11
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Mapamerpet > SnexrpoxHan noura

ONeKTpoHHas noyta
* Hacrtpowka an. noyTsl

Mepeusmbii wntos SMTP [ ) Tpebyerca

MopT Nnepsu4HOro Wnio3a : [uanason: 1-65535. Mo
SMTP

yMoOn4anuio = 25

BropuuHbiin wnw3 SMTP [ |

MopT BTOPUHHOIO WN03a :] [nana3son: 1-65535. Mo
SMTP 25

YMOMYaHMIO

Bpems oxuaanua SMTP l:) Auanason: 5-30 cex

Anpec ana oreera | ]

Bcerna ucnonb3osartb
anpec SMTP ana orgera

Ucnonssosats SSLUTLS  (Cornacosanue v |

Tpebyerca posepeHHbIn 0O
cepTudukar

Mposepka noanuHHoCT™M [ Mposepka NOANUHHOCTH He Tpebyet v |
cepsepa SMTP ' !

3n. coobujenue or 'Her v ONEKTPOHHLIE YBEAOMNEHUA

yCTpOWCTBa ) ! ornpaska akcos u r.a

Mma nonb3.ycTpoicTea ( ]

Maponb ycTpoicrea ( ]

Homen NTLM ( 1 Tpebyetca ana nposepku
’ ' noanuuHocT NTLM

OTkniounTL OLWKOKY "He

HacTpoeH cepsep SMTP"

“ MapaMeTpbl N0 YMONYaHUIO ANS 3. NOYTHI

[IpaBuna qaMHBI AP0 U CONEPIKAHUS CIIELl CHMBOJIOB aHAJIOTUYHO JPYTHM MapaMeTpam
CETEeBBIX KOH(PUTypaLInii.

12
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IMopnep:kka aaropuTMoB IIU(PPOBAHUS

Crmcok MNOAACP)KUBACMBIX aJITOPUTMOB!:

DHE-RSA-AES256-GCM-SHA384:DHE-RSA-AES128-GCM-SHA256: ECDHE-RSA-
AES256-GCM-SHA384:ECDHE-RSA-AES128-GCM-SHA256:DHE-RSA-AES256-
SHA256:DHE-RSA-AES128-SHA256: ECDHE-RSA-AES256-SHA384:ECDHE-RSA-
AES128-SHA256:ECDHE-RSA-AES256-SHA:ECDHE-RSA-AES128-SHA:DHE-RSA-
AES256-SHA:DHE-RSA-AES128-SHA

IIporokoa TLS

Bxurounts TLSvI.O0

Bk *

Breik.

Bxutouenne nporokosna TLSv1.0.
Bxurounts TLSvI.1

Bk *

Breik.

Bxurouenne npotokona TLSv1. 1.

Cnucoxk nmojiep>KkuBaeMbIX IPOTOKOJIOB Ha BeO uHTepderice TLS:

1500

MopT nevatn Raw 9100

MakcumanbHana CKoOpoCTb

nepenayu AaHHbIX ANA

ucxoasuero tpaduka

Bxnoumrs TLSV1.0

Bxnosuts TLSV1.1

Cn. an. wud. SSI DHE-RSA
SHA384.C
GCM-SHA

13



Fplus+

PykoBoncTBO anMuHMCTpaTOpa

SNMP
Hcnonb3zoBanue MeHto npuntepa. [IyHkT meHto «Onucanuey:
SNMP Bepcuii 1 u 2¢
Bxiroueno
Breikin
Bk *
Paspemmnts ynpasnenue no SNMP
Breikin
Bk *
Bximtounts PPM MIB
Briki
Bk *
Coo0Omecteo SNMP

Hactpoiika npocToro nporokoja cereBoro aamunuctpupoBanus (SNMP) Bepcuit 1 u 2¢ qis
YCTaHOBKM JAPANBEPOB NE€YATH U MPUIO0KECHUM.

Ipumeuanue: (*) - 3aBOJCKHME HACTPOUKH IO YMOTUAHUIO.

802.1x

Hcnonb3oBanue MeHto npuntepa. [IyHkT MeHto «Onucanuey:
AKTHUBHBII
BrIki.*
Bxi.

[To3BoJisieT ycTaHaBIMBaTh COSAMHEHUE MPUHTEPA C CETSAMHU, TPEOYIOMIMMHU ayTEeHTU(UKAIUU
JUTSI pa3peleHus J0CTyna.

Ipumeuanue: (*) - 3aBoJICKHE HACTPONKHU IO YMOITYAHHIO.
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